
The benefits of 
anomaly detection 
for the cloud



Securing the modern cloud 
Cloud computing is changing where and how people build, develop, and interact. 
And while the cloud has enabled businesses of all sizes to quickly scale, reduce 
cost, and speed time to market, it has also introduced security challenges and 
concerns over data safety. It’s almost impossible to understand your cloud security 
posture using manual methods. Organizations need an automated, available, and 
transparent way to efficiently identify malicious activity, potentially harmful threats, 
and abnormal behavior across their multicloud environment. 

Spotting the bad egg
Anomaly detection, sometimes called outlier detection, is a term used for identifying new or 
different activity or events that are outside of the norm. Anomaly detection typically consists 
of first creating an activity baseline and then measuring future events against that baseline. 
If something falls too far outside of the normal baseline, it can be classified as anomalous. 

With the rise of cloud computing, anomaly detection has become an effective method to 
help cloud administrators and security professionals monitor and analyze behaviors to 
keep organizations safe and secure. Most legacy threat detection tools work by monitoring 
for known exploits or looking for activity patterns indicative of known attacks, but they 
fall short when it comes to the evolutionary threats now targeting cloud infrastructure 
and applications.

Anomaly detection changes security 
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Threat detection explained: how it works in cloud environments 
If anomaly detection is applied to cloud account and workload data, the result is exhaustive insights on all cloud entities including 
apps, networks, users, processes, and their behaviors. And if these baselines are created for every unique cloud environment, it 
makes it easier to accurately spot the changes that potentially indicate compromise. 

Tools of the trade

Artificial intelligence is the theory and 
development of computer systems 
able to perform tasks that normally 
require human intelligence, such as 
visual perception, speech recognition, 
decision-making, and translation 
between languages.

Machine learning is the study of 
computer algorithms that can improve 
automatically with experience and data 
use. Machine learning builds models to 
make predictions or decisions without 
being programmed to do so. 

Does this fit the pattern?

Evaluation Action
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Big benefits of anomaly detection 
Anomaly-based security tools can use artificial intelligence (AI) and machine learning (ML) 
to discover nuanced and unknown issues. While other threat detection tools may also use 
ML, most rely on the tool’s ability to identify a type of attack and then look for similar patterns 
to detect similar attacks.

This does not protect against emerging attacks and attacks not previously seen in the wild. 
Anomaly-based detection can do just that, and provides other big benefits that allow you to:

Gain freedom from rules

Alert on anomalous behavior automatically without relying on rules

Reduce alert fatigue

Surface the alerts that matter most, and stop chasing false positives 

Speed investigations

Gain context to empower your teams to take fast action
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Why a layered approach is the best defense 
Agentless solutions gather data on cloud configurations and compliance to support cloud 
security posture management (CSPM). Agents collect data on hosts and containers to 
protect workloads from vulnerabilities and threats. 

An effective anomaly engine scans and learns from observed, actual behavior of the system 
it’s protecting. Once these systems collect data and identify normal behavior, they look 
for behavior falling outside of that baseline and send alerts to the security team. Instead 
of noise and endless alerts, this approach delivers highly accurate results. And, unlike 
heuristic tools, it can catch both known and unknown threats.

Discover what’s in your cloud

The Polygraph® Data Platform helps organizations of all sizes automatically uncover 
suspicious activity across a multicloud environment so they can detect and address true 
threats to their business from build to runtime. 

Lacework offers progressive layers of protection that map to a three-phase model of 
visibility, insights, and action.  

Visibility: Visualize sprawl across cloud environments by cataloging assets. Assess 
and minimize risk from misconfigurations and vulnerabilities to reduce risk. 

Insights: Monitor and scan environments continuously for anomalous activity to 
understand behavior at both the cloud account and workload level. This context 
reduces time-consuming investigations and empowers teams to take action, fast.  

Action: Respond to issues proactively and reactively to eliminate downtime 
and exposure. Lacework offers progressive layers of 

protection that map to a three-phase 
model of visibility, insights, and action. 

Progressive layers of protection
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Retire rules to reduce manual effort
Relying on rules to find out what’s bad in your cloud environment won’t scale. Rules 
require considerable time and effort to configure, implement, and fine-tune. Unfortunately, 
they miss a lot of stuff because they have a narrow context. Rules work best for simpler 
situations. Here’s why:

 · The attack surface area is too big for any manual approach to keep pace 

 · Rules require knowledge of the exploit scenario 

 · Security staffing shortages likely mean you don’t have a team sitting around to write and 
edit rules – or chase endless security alerts 
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The power of the Polygraph Data Platform
The Lacework Polygraph Data Platform ingests data, analyzes behavior, and detects anomalies across an organization’s 
Amazon Web Services (AWS), Google Cloud, Microsoft Azure, and Kubernetes environments without relying on rules. This 
patented approach significantly reduces noise and turns millions of data points into prioritized, actionable events.

Ingest Analyze Detect Inform

Polygraph collects data via 
agentless and agent-based 
approach on activity related to:

 · API calls

 · User behavior 

 · Application launches 

 · Running processes  

 · Network behavior 

Polygraph detection engine 
uses data to:  

 · Create groups for analysis 

 · Create baseline from activity  

Polygraph detection engine 
detects changes and risks to: 

 · Identify unusual behavior 

 · Identify malware from 
threat feed 

Polygraph visualizations and 
alerts provide context to:  

 · Investigate more quickly 

 · Integrate with response tools 
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Build a better baseline
Instead of starting with thousands of exploits and building models to stop each one, our platform collects millions of 
terabytes of data unique to your cloud environment to build a baseline understanding of how your users and applications 
behave, not a preset can of rules. The more data we ingest, the smarter and more effective we get. We continue to adjust 
the baseline to determine what “normal” means at any given time based on the evolution of your environment and the 
changing threat landscape. When we detect deviations, we send context-rich alerts to help you take action. Every event 
we generate helps you find vulnerabilities, misconfigurations, or malicious activity across your cloud environment.

Polygraph detection engine can automatically detect event changes for applications, users, and workloads. By checking 
with about 40 reputation feeds, Polygraph detection engine generates an alert if your environment makes a connection 
to a known bad IP or domain. Polygraph detection engine also identifies when a new process or application is launched, 
when multiple new cloud activities access new services or call new APIs, or when it sees a spike in failed identity and 
access management (IAM) attempts. Our information empowers customers to see and understand cloud changes at 
scale without requiring manual intervention by security teams. Translation: you’re not going to have to triple your security 
team to support just your workloads. 

Lacework Security Labs 

The dedicated research team at Lacework focuses 
on new threats and attack surface risks within the 
public cloud. Our data scientists perform innovative 
research for cloud security and use a combination of 
data-driven intelligence including Machine Learning, 
Artificial Intelligence, Expert Systems, Honeypots, 
Honeytokens, and more. 

Get consistent threat detection 
with Lacework

Unlike traditional methods that simply won’t scale 
for cloud environments, Lacework offers a better way 
forward that is simple and deploys quickly.  

Start your free trial today.
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Ready to chat? Request a demo 

Lacework is the data-driven security company for the cloud that delivers end-to-end visibility and automated 
insight into risk across cloud environments, so you can innovate with speed and safety. The Lacework 
Polygraph® Data Platform ingests data, analyzes behavior, and detects anomalies across an organization’s 
Amazon Web Services (AWS), Google Cloud, Microsoft Azure, and Kubernetes environments. This patented 
approach significantly reduces noise and turns millions of data points into prioritized, actionable events. 
Customers all over the globe depend on Lacework to take software services to market faster and more 
securely, while consolidating overlapping security solutions into a single platform for better visibility and 
coverage across a multicloud environment. 

Founded in 2015 and headquartered in San Jose, Calif., Lacework is backed by leading investors like Sutter 
Hill Ventures, Altimeter Capital, D1 Capital Partners, Tiger Global Management, Counterpoint Global (Morgan 
Stanley), Franklin Templeton, Durable Capital, GV, General Catalyst, XN, Coatue, Dragoneer, Liberty Global 
Ventures, and Snowflake Ventures, among others.

Get started at www.lacework.com

www.lacework.com
http://www.lacework.com

