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Highlights

• Automatic onboarding of 
enrolled accounts into 
Lacework’s unified cloud 
security platform with AWS 
Control Tower

• Get deep observability into 
your cloud accounts, 
workloads, and microservices 
to give you tighter security 
control

• Identify common threats that 
specifically target your cloud 
servers, containers, and IaaS 
accounts so you can action on 
them before your company is 
at risk

• Detect and resolve anomalous 
changes in behavior across 
your workloads, containers, 
and IaaS accounts that 
represent a security risk or an 
IOC

• Achieve compliance for SOC 2, 
PCI DSS, HIPAA, and other 
compliance measures that 
require host intrusion 
detection (HIDS)

Solution Overview

For enterprise organizations, managing security across 

many accounts can be challenging. When your 

enterprise organization has hundreds or thousands of 

AWS accounts, maintaining best practices and 

governance across so many accounts can be difficult. 

This is even more critical when it comes to cloud 

security. Each AWS account represents a potential new 

threat vector. A missed configuration, vulnerability or an 

undetected breach can be catastrophic to your 

organization and your customers. Manually adding each 

AWS account to your cloud security framework can be 

cumbersome and error prone. Fortunately, AWS Control 

Tower and the Lacework Cloud Security Platform allow 

seamless and automatic multi-account cloud security. 

Enrolling a new AWS account now means security best 

practices, auditing and monitoring are automatically 

applied consistently across your organization. Account 

administrators can automatically add Lacework's 

security auditing and monitoring to new AWS accounts 

during account creation. All the required Lacework and 

AWS account configurations that allow access to AWS 

configuration and CloudTrail logs are managed for you 

by Lacework’s AWS Control Tower integration.

Lacework & AWS Control Tower
Seamless Multi-Account Cloud 
Security with Lacework and AWS 
Control Tower
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How it works

Lacework's AWS Control Tower integration enables a seamless AWS account onboarding experience with 
the Lacework Cloud Security Platform. Account administrators can automatically add Lacework's security 
auditing and monitoring to new AWS accounts during account creation. All the required Lacework and AWS 
account configurations that allow access to AWS configuration and CloudTrail logs are managed for you by 
Lacework’s AWS Control Tower integration. The integration is launched with a CloudFormation template 
which creates all the necessary resources to connect your Lacework to your AWS accounts. This template 
includes stack set templates, roles & permissions, Lambda functions, SQS queues and EventBridge rules.

Get Started Now!

Visit Lacework or our AWS Marketplace Listing for more details, whitepapers, case studies, demo videos, 

and customer testimonials. 

Contact APN Partner or alliances-partnership@lacework.net 


